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Prineiples of privilege of access to SUMEX AIM.

The SUMEXwAIM facitity is fully fumded by the NIHN=BRB as a means to
?urther research, researcherelated education, and secially bemeficial
applications, imn the field af computerwalded intelligence as applied teo
hoalth,The SUMEX otaf! and SUMEX=AIM ysers share amn obligationm to the
taxpavers who previde the meams to support this facilitys

1. To meet the secientifie ebjectives of the project,
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be am even more effective instrument for such objectives,
3, To do these thimgs imn a way that reflects ereditably on the valye
and seriousnress of our purpases; armd on Our sense of responsibi{lity te
the sponsors,
In the administration of the SUMEX=AIM grant we have been afforded a
remarkable degree of flexibility and loca) responsibility {m crder to
PUPrSUe these objectivens with o minimum of buroauera!ic 1n!er¢arenee and
red tape, 17 we continue te operate and Work on the system with a high
sende of prudence and responrsibility, we may comtimnye to enjoy that
privi?oqol conversely, we can See many {nstamces where abyses by a
minaritv have Jed to the Impositiom of {rksome restrictioms amd fussy
detal) of accountability om the manmy,
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It (s the responsibility of the SUMEX statt to organize the system {n
a way that optimizes these goal!s, and ! helieve we canm be preud of our
performance with respect both to our sponsors and to our users, We hope
thet users will comtinue te be cooperative and understanding about the
need for accountability, and that the reportimg that Is being asked is
at a minimum credible leve!,

In this note 1 will address some issues of USER respensibility im this
enterprise (never forgetting that efficient and {maginative sciemce is
the superord{mate aim), You wil) al) have submitted scientiftic
pronpsals that frame the Justification for your access to the machine,
Needless to say, experimentation with related fromtiers of (mquiry (s
0139 always to be emcouraged; and all of us will be makimg fyrther
contributions to the gemeral operation of the system as well as to
spec{fic projects, I hope that every use of the system (s such as to be
Justifiable agaimst potemtially adverae and critical serutiny, for
reasons ! have already stated,

Since recognized users are already well=s 4nformed. and {m a responsible
roler the most likely source of misynderstanding may ke (m the area of
the delegation of SUMEXwAIM privileges to others, Project }eaders of
COUPSe myst assume persomal resconsibility for the instruction of their
eo)leagues and assistants im the ethical yse of the system as
surrOQates for themselves »» this (s {mplieit im ¢he projecteleader's
request to establish new cdirectories and user=names on his behalf, We
will be postimg bBulletins fram time to time to poime out areas of
coneorn] for example the careless and expensive preemption of
nhon0-1‘nos by 1n.et1ve terminalsy) or the nmeglect to logout Jobs before
disgonmecting, (Vigilant comscience is our maln alternative te a
eumbersome fee=accountinmg system,) We hope that ysers will imdeed
sgryutimize the <BULLETINS> directory from time to time for file mames
that point to mews of this kind,
, Besides the 'official! delegation to a group member which is i{mvelved
{n setting yp a mew directory, users may have valid, perhaps even
VPgent reason to extend the yse of their own software ==to students and
¢ollaborators, to potential users of mew subsystems, to potential
recruits, and in other demonstrations, Such activity whemn ynder the
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user's {mmediate supervision poses no specia! problems, and (s an
obvieus extenpion of the project!s primary purpose,

More carefu! attention myst be given te the delegation of usage that
{nvelves 'lending! ome's password to enmable {ndependant login, This
progedure 10 so prone to abuse that (¢t must be genmerally disecouraged)
and {f 1t (s deme, (¢t must be on the premise that the passwordwowner (s
personglly responsible for the usage,(0r, as o special case; that a
group is funetioning as a colleqtive usernname sharing ome directory,)

We recognize the importamce of giving many people the opportunity to
try SUMEX im an informa) way, and we pose mimimum barriers to setting
up pilot accoynts, Rather than lend their own passwords im a way that
then defies further accoumtability, users should refer friends and
proapects to me . ‘

(ey9, by SNDMSG to LEDERBERG, or by maildwith recuests for that
natv"ege. We have so far refused no ome who had amy legitimate reason
te oe 109Qed in,

Special arrangements have already been made with some prejects 1ike
czuo ENDRAL> and <MYCIN») and these may be refimed further {m the
spirit of this memorandum=s those projects are {mvited te comment on
their special meeds prior to further d‘lcualien. In addition, we are
planming te design a special route for GUEST logins that will previde
us With the sppropriate contro) and information pertinent to that kind
of ysage, Meanwhile, the hospitality of SUMEX=AIM should be exercised
by recognrized Pilot accounts,

There I8 orme category of Usage that may be called

recreational=edycationa) that poses some problems, It canm be Justified
a8 g way of inmtreducing voung people to computing, and of offering play
te {magimatiom {m prief syrcease from arduous intellectyual effort, I
woyld be happy ¢ we had some Alworiented games or gamew!{ke dialogues
that cou'd better meld the recreatiomal and {nvestigative fumections,
ar demonstrate a higher order of intelligemee than a
paeudo=randomenmynpber generator (n competing with s yser,
(Suggestions wou'ld be welcome,) This application oebyvious]y must be set
at & Priority that assures that it cannot comsume otherwise useful epy
cycles, Comsciemtious users might get the command OPER | while (n that
modey ard avoid {t altegether during prime=time hours,
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